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LICENSED APPLICATION INSTALLER 
Background Of The Invention 

1 . Field of the Invention 

This invention relates to computer software, and in particular to a method and 
5 system of installing licensed software directly from a network computer to an end user 
computer via the Internet or another network. 

2. Description of Related Art 

Traditionally, new computer software, such as programs intended for execution on 
an end user's personal computer, have been distributed on physical media such as 

10 diskettes or CD-ROMs directly to the end user, along with a license typically limiting use 
of the software to one computer. Installation programs included on the physical media 
permit the end user to easily install the software on the personal computer. However, this 
ease of use also permits installation of the software on any number of additional 
computers, notwithstanding any use restrictions in the original license. 

15 Newer software distribution systems have utilized distribution from a network 

server. Even though a number of such systems attempt to control access to the software, 
some such systems have numerous deficiencies. The deficiencies include a lack of 
control of the installation media, lack of checks on the actual computer to which the 
software is to be installed, and non-standardized installations among the various end user 

20 computers. 

Bearing in mind the problems and deficiencies of the prior art, it is therefore an 
object of the present invention to provide a method and system for managing distribution 
of licensed software. 

It is another object of the present invention to provide a method and system for 
25 improving control over installation of licensed software on end users personal computers. 

It is a further object of the present invention to provide a method and system for 
verifying the propriety of distributing licensed software to an end user computer. 
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It is another object of the present invention to provide a method and system which 
standardizes the installation of licensed software on end users personal computers. 

It is yet another object of the present invention to provide a method and system 
for reducing the opportunity to improperly copy and distribute licensed software to 
5 unlicensed end user computers. 

Still other objects and advantages of the invention will in part be obvious and will 
in part be apparent from the specification. 

Summary of the Invention 

The above and other objects and advantages, which will be apparent to one of 

10 skill in the art, are achieved in the present invention which is directed to, in a first aspect, 
a method of installing licensed software on an end user's computer comprising providing 
an end user computer having a program storage device and a unique computer identifier 
distinguishing the end user computer from other computers, and providing a network 
computer having access to a program storage device containing software for license to 

15 end users and a program storage device containing a database listing computer identifiers 
licensed to run the software. Thereafter the method includes using the network computer 
to contact the end user computer and determine its end user computer identifier, verifying 
listing of the end user computer identifier in the network computer database, 
downloading the software from the network computer, and installing the downloaded 

20 software on the end user computer program storage device. 

On installation on the end user computer program storage device, the software 
comprises a program for execution on the end user computer. Preferably, the unique 
computer identifier is selected from the group consisting of a BIOS serial number and a 
network adapter address. The method may be practiced such that the network computer 

25 includes a plurality of different software and, prior to downloading the software, further 
includes identifying to the end user computer all of the software on the network computer 
program storage device listed as licensed by the computer identifier of the end user 
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computer and sending from the end user computer to the network computer a selection of 
the software to be downloaded. 

Preferably, the identification to the end user computer of all the software on the 
network computer program storage device listed as licensed by the computer identifier of 
5 the end user computer is by an executable program on a program storage device of the 
network computer. In such case, prior to identifying to the end user computer the 
software on the network computer program storage device, the method further includes 
sending to the network computer, from the end user computer a command to run the 
program identifying to the end user computer the software listed as licensed by the 

10 computer identifier of the end user computer. The program identifying to the end user 
computer the software listed as licensed by the computer identifier does not have to be 
installed on the end user computer. The method is especially useful where the end user 
computer program storage device contains a damaged version ,of the software to be 
downloaded, and wherein the installation of the software corrects the damaged software. 

15 In another aspect, the present invention provides a method of installing licensed 

software on an end user's computer comprising providing an end user computer having a 
program storage device and a unique computer identifier distinguishing the end user 
computer from other computers, e.g., a BIOS serial number or a network adapter address, 
and providing a network computer having access to a program storage device containing 

20 a plurality of different executable software programs for license to end users, and a 
program storage device containing a database listing computer identifiers licensed to run 
the software. The method then comprises using the network computer to contact the end 
user computer and determine its end user computer identifier, verifying listing of the end 
user computer identifier in the network computer database, identifying to the end user 

25 computer all of the software on the network computer program storage device listed as 
licensed by the computer identifier of the end user computer, sending from the end user 
computer to the network computer a selection of the software to be downloaded, 
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downloading the selected software from the network computer, and installing the 
downloaded software on the end user computer program storage device. 

The identification to the end user computer of all the software on the network 
computer program storage device listed as licensed by the computer identifier of the end 
5 user computer may be by an executable program on a program storage device of the 
network computer. Prior to identifying to the end user computer the software on the 
network computer program storage device, the method may further include sending to the 
network computer, from the end user computer, a command to run the program 
identifying to the end user computer the software listed as licensed by the computer 

10 identifier of the end user computer. 

In yet another aspect, the present invention provides a method of installing 
licensed software on an end user's computer comprising providing an end user computer 
having a program storage device containing a damaged executable software program and 
a unique computer identifier distinguishing the end user computer from other computers, 

15 such as a BIOS serial number or a network adapter address, and providing a network 
computer having access to a program storage device containing software for installing the 
executable software program and a program storage device containing a database listing 
computer identifiers licensed to run the software. The method further includes using the 
network computer to contact the end user computer and determine its end user computer 

20 identifier, verifying listing of the end user computer identifier in the network computer 
database, downloading the software from the network computer, and installing the 
downloaded software on the end user computer program storage device and correcting the 
damaged executable software program. The network computer may include a plurality of 
different software and, prior to downloading the software, so that the method further 

25 includes identifying to the end user computer all of the software on the network computer 
program storage device listed as licensed by the computer identifier of the end user 
computer and sending from the end user computer to the network computer a selection of 
the software to be downloaded. Preferably, the identification to the end user computer of 
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all the software on the network computer program storage device listed as licensed by the 
computer identifier of the end user computer is by an executable program on a program 
storage device of the network computer. Prior to identifying to the end user computer the 
software on the network computer program storage device, the method may further 
5 include sending to the network computer, from the end user computer, a command to run 
the program identifying to the end user computer the software listed as licensed by the 
computer identifier of the end user computer. 

In a related aspect, the present invention provides a program storage device 
readable by a machine, tangibly embodying a program of instructions executable by the 

10 machine to perform method steps for installing licensed software from a network 
computer to an end user's computer. The network computer has access to a program 
storage device containing software for license to end users and a program storage device 
containing a database listing computer identifiers licensed to run the software and the end 
user computer has a program storage device and a unique computer identifier 

15 distinguishing the end user computer from other computers. The method steps comprise 
contacting the end user computer using the network computer, determining the end user 
computer identifier, verifying listing of the end user computer identifier in the network 
computer database, downloading software from the network computer, and installing the 
downloaded software on the end user computer program storage device. 

20 Another related aspect of the present invention provides a computer program 

product for use with a network computer and an end user's computer. The computer 
program product comprises a computer usable medium having computer readable 
program code means embodied in the medium for installing licensed software from the 
network computer to the end user's computer. The network computer has access to a 

25 program storage device containing software for license to end users, and a program 
storage device containing a database listing computer identifiers licensed to run the 
software and the end user computer has a program storage device and a unique computer 
identifier distinguishing the end user computer from other computers. The computer 
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program product has computer readable program code means for contacting the end user 
computer using the network computer, computer readable program code means for 
determining the end user computer identifier, computer readable program code means for 
verifying listing of the end user computer identifier in the network computer database, 
5 computer readable program code means for downloading software from the network 
computer, and computer readable program code means for installing the downloaded 
software on the end user computer program storage device. 

A further aspect of the present invention relates to an article of manufacture 
comprising: a computer usable medium having computer readable program code means 

10 embodied therein for installing licensed software from a network computer to an end 
user's computer. The network computer has access to a program storage device 
containing software for license to end users and a program storage device containing a 
database listing computer identifiers licensed to run the software and the end user 
computer has a program storage device and a unique computer identifier distinguishing 

15 the end user computer from other computers. The computer readable program code 
means in the article of manufacture comprises computer readable program code means 
for contacting the end user computer using the network computer, computer readable 
program code means for determining the end user computer identifier, computer readable 
program code means for verifying listing of the end user computer identifier in the 

20 network computer database, computer readable program code means for downloading 
software from the network computer, and computer readable program code means for 
installing the downloaded software on the end user computer program storage device. 



Brief Description of the Drawings 

25 The features of the invention believed to be novel and the elements characteristic 

of the invention are set forth with particularity in the appended claims. The figures are 
for illustration purposes only and are not drawn to scale. The invention itself, however, 
both as to organization and method of operation, may best be understood by reference to 
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the detailed description which follows taken in conjunction with the accompanying 
drawings in which: 

Fig. 1 is a schematic of the overall system of the present invention as run using a 
plurality of network servers connected to a plurality of end user personal computers by 
5 the Internet or a network. 

Fig. 2 is a schematic of the preferred network server of the present invention 
incorporating a program license manager program, individual available software 
programs and a database of licensed end user computer identifiers. 

Fig. 3 is a schematic of a typical end user personal computer served by the present 
10 invention incorporating licensed software programs and a computer identifier. 

Fig. 4 is a screen view of the preferred program license manager as run on the 
network server and viewed on the end user personal computer. 

Fig. 5 is a process flow diagram of the preferred method of practicing the present 
invention. 

15 

Description of the Preferred Embodiment(s) 

In describing the preferred embodiment of the present invention, reference will be 
made herein to Figs. 1-5 of the drawings in which like numerals refer to like features of 
the invention. Features of the invention are not necessarily shown to scale in the 
20 drawings. 

The present invention provides a method and system, in the form of a computer 
program product having source code storable on a program storage device, to install 
licensed software on a client or end user's personal computer by a scripted network 
installation routine and to verify that the end user has a valid license to install the 
25 software. The preferred method of determining a valid license is by uniquely identifying 
the client personal computer in use by the end user. A database on a network server or 
computer is maintained that matches the end user and a specific client personal computer. 
The personal computer can be uniquely identified by means of a BIOS (Basic Input 
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Output System) serial number, network adapter address or other similar identifier 
supplied with the personal computer adapter by the manufacturer. The identities of the 
end user, i.e., the uniquely identified personal computer, and the licensed software 
programs or applications that the end user is legally able to install are all maintained in 
5 this central data base on (or accessed by) the network server. The exact data base 
structure may be selected in accordance with the requirements of the system. A relational 
data base is preferred, but a simple flat-file can be utilized as well as any other known 
data base structure. 

It is preferred that an application agent or installer "front end" is used as an 
10 interface between the network data base and the end user. The front end will query the 
personal computer for its uniquely identifiable information, and then query the data base 
for the applications software license to this computer, verifying the correct end user. The 
software applications that are licensed and that can be installed on a computer are 
identified through the user in the front end interface. The user is then able to select and 
15 install the application by downloading from the network server. The use of scripted 
installation routines allows for standardized installation and requires no end user input 
or intervention. 

The present invention may be embodied as a computer program product stored 
on a program storage device. The program storage devices of the present invention 

20 may be devised, made and used as a component of a machine utilizing optics, magnetic 
properties and/or electronics to perform the method steps of the present invention. 
Program storage devices include, but are not limited to, magnetic disks or diskettes, 
magnetic tapes, optical disks, Read Only Memory (ROM), floppy disks, semiconductor 
chips and the like. A computer readable program code means in known source code 

25 may be employed to convert the methods described below for use on a computer. The 
computer program or software incorporating the process steps and instructions 
described further below may be stored in both the end user or client computer(s) and 
network computer or server. 
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Fig. 1 illustrates the overall configuration of the method and system of the present 
invention. Network 20 which may be the Internet or a typical office intra-net system that 
connects various network servers to various end user personal computers. As shown, 
network server A, 31, and network server B, 32, are connected via standard wire or 
5 wireless connections 21 and 22, respectively, to network 20. Likewise personal end user 
computer (PC) 1,41, personal end user computer 2, 42 and personal end user computer 3, 
43, are connected by wire or wireless connections 23, 24 and 25, respectively, to network 
20. 

The network computer or server 31 (Fig. 2) incorporates or has access to one or 
10 more program storage devices 35. Installed on the program storage devices are the 
program license manager 50, discussed further below, database 50a, as well as a plurality 
of software AA, AB, AC, and the like which are available for license and installation on 
end user computers. Although this software AA, AB, AC and the like are preferably 
programs to be downloaded, installed and executed by the end user computers, they may 
1 5 also comprise other software such as database information. 

The database 50a in the program storage 35 accessed by the network server 
contains a list of unique identifiers indicating the end user computers which are licensed 
to install and use the software on the network computer. Matched to each unique end 
user identifier is a list of the individual software for which that end user computer is 
20 licensed. 

Fig. 3 shows a typical client end user personal computer 41 which contains a 
network card of adapter 53 for connecting the personal computer through connection 23 
to network 20. The personal computer also contains in the BIOS a unique identifier 
containing information as to the type and serial number of the personal computer. This 
25 end user computer identifier is unique to that computer and distinguishes it from all other 
end user personal computers on the network. Personal computer 41 also contains 
program storage 55 which is able to receive and store various software such as executable 
programs AA, AB and the like for viewing on screen 62. 
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The end user personal computer initiates the process by sending a command to the 
network computer to run the program license manager from the network computer and 
view it on the screen of the personal computer. The preferred program license manager 
50 is run on the network server and is used as the interface with the end user and is 
5 viewed on the end user personal computer screen. The program licensed manager 
preferably contains software to determine the unique end user computer identifier on each 
of the personal computers which request installation of software on a network computer. 
A Microsoft Visual Basic application preferably is included in the program license 
manager to check the vital product data (VPD) area of the personal computer system 

10 BIOS for the unique computer type and serial number. Alternatively, the network adapter 
address may also be utilized for the unique computer identifier. The program license 
manager then displays the unique end user computer identifier 58 on the end user's 
computer screen. At the same time, the program license manager queries database 50a on 
the network server for the software which is licensed to the particular end user computer, 

15 and then lists all such software 60 on the end user's screen. The end user then selects the 
one or more particular software which the end user wishes to install on the end user 
personal computer. Such software may be for first time installation on the computer. 
Alternatively, if the software had been already installed on the end user personal 
computer but became damaged, the end user may select the same software for 

20 reinstallation to correct the damaged software on the personal computer. After selecting 
the desired one or more software, the user then uses a standard mouse-driven cursor 
interface to click the install button on the program license manager interface 50 on 
personal computer screen 62. The network server then proceeds to download the selected 
software through network 20 and into program storage 55 of the personal computer. 

25 After installation, the selected software is then physically present in the personal 
computer storage and ready to run and execute on the personal computer. 

Fig. 5 illustrates a process flow diagram for the preferred method of the present 
invention. After start 100, the end user personal computer contacts the network computer 
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and requests the program license manager (PLM) 110. The network computer then 
launches the PLM, 120, and the PLM determines the personal computer identifier, 130. 
The network computer then determines whether the personal computer identifier is listed 
in the network computer data base 140 by querying network computer data base 50a. If 
5 the personal computer identifier is listed in the network computer database as being 
licensed for certain software, the program license manager then lists the software licensed 
to the personal computer identifier, 150. If the network computer database does not list 
any licensed software for the personal computer identifier, the program then exits, 180. 
Continuing on, if the PLM lists licensed software, the personal computer then selects the 

10 licensed software desired to be installed 160/ The PLM then downloads and installs the 
selected software to the personal computer program storage, 170, in the personal 
computer program storage device 55. 

The present invention provides advantages over other prior art approaches. The 
prior art systems may monitor the usage but do not allow for the central control of the 

15 installation of licensed software. Also the method of the present invention requires no 
additional software to be installed and run on the end users personal computer. The front 
end program license manager application can be run from the network drive and shared 
with the end user personal computer only when needed, and no installation on the 
individual personal computer is required. A particular advantage of the present invention 

20 is that the software to be installed is never present on the end user computer in a form in 
which it might be transferred and installed on another personal computer. Instead, the 
installation media is in the control of the network computer which directly installs the 
program to the end user computer. 

By only allowing end users to install licensed software using the method and 

25 system described above, it is easier to manage licensed applications and to comply with 
legalities concerning use of licensed applications. The end user does not physically have 
the installation media for the selected software; instead, it is held in the central location of 
the network server and the software is installed via the network. Control of the 
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installation media in the network server itself makes licensed compliance easier as the 
media cannot be used by end users without a proper license. Further, standardized 
installations from the network server reduce support problems and costs. In the case of 
disaster recovery, system reconfiguration after such recovery of a system upgrade can be 
5 done by the end user to reinstall the applications. This reduces the need for system 
support personnel installing licensed applications while still maintaining license 
compliance. 

While the present invention has been particularly described, in conjunction with a 
10 specific preferred embodiment, it is evident that many alternatives, modifications and 
variations will be apparent to those skilled in the art in light of the foregoing description. 
It is therefore contemplated that the appended claims will embrace any such alternatives, 
modifications and variations as falling within the true scope and spirit of the present 
invention. 

1 5 Thus, having described the invention, what is claimed is: 



FIS990239US1 



12 



